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PDALock Standard Edition

Personal Digital Assistants (PDA) have become ubiquitous tools
in our modern society. If the PDA is stolen or lost, the stored
information is at risk of being compromised. In addition,
unauthorized access to the PDA might be undesirable, as the
information contained within the PDA memory or inserted
memory cards is usually private and confidential. Such external
storage is small and highly portable, increasing the risks of
unauthorized access as these memory cards are easily
accessed with any compatible device. PCS Security’s PDALock
is a transparent file encryption solution that seeks to address
these problems. It does this by providing secure user
authentication and automatic encryption to protect PocketPC
devices from unwarranted data disclosure.

Transparent Encryption

PDALock automatically encrypts and decrypts files in the user’s
mounted secure folders. These files will be stored encrypted on
the PDA or external storage. They will appear normal to the user
and any application running on the PDA. Hence, confidential files
in the secure folders stay protected.

User Authentication for login

PDALock provides strong access control by denying
unauthorised users to access to the PDA. This is accomplished
by its unique mandatory access control during all power-up and
ActiveSync events.

Multi-User Support

The user passwords are hashed and securely stored in the PDA
and no two users ever have the same file encryption key. Hence,
different users of the same

PDA will not be able to access data from individually secured
folders.
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Support various external storage options

PDALock secures data on external storage devices including SD
cards, microdrives, and CF cards. Such devices when protected by
PDALock, will render its data inaccessible when accessed with
another compatible device other than the PDA used to secure it.

Easy to administer Interface

The administration of multiple users and PDAs are made simple with
the Administration Interface programme. With this program,
centralized key management is attained and setting up of the PDAs
and key recovery is simplified.

KEY MANAGEMENT PC SPECIFICATIONS

Operating Systems: Windows XP Service Pack 2 or later

CPU: Pentium IV or faster (Recommended)

Memory: 512 MB RAM or higher (Recommended)

Disk Space: 100 MB or more free space available
(Recommended)

.NET Framework 2.0,
.NET Compact Framework 2.0

Pre Requiste:

Software:

PDA SPECIFICATIONS

Operating Systems: Windows Mobile 5.0, 6.0,6.1
Supported Devices: Contact us

Microsoft ActiveSync 4.2 or later

rCS

Website: www.pcs-security.com Email: marketing@pcs-security.com



